MADHAN B
Network Security Engineer
madhanccna@gmail.com | +1 (314) 940-9741

Summary: 
· Network Security Engineer with 6+ years of experience supporting enterprise network infrastructure, security operations, data center environments, and hybrid cloud connectivity. 
· Hands-on experience managing Palo Alto Networks, FortiGate, and Cisco security platforms, including firewall policy administration, rule optimization, NAT configuration, VPN troubleshooting, and security monitoring. 
· Experienced with Palo Alto Panorama, FortiManager, and FortiAnalyzer for centralized firewall management, policy deployment, configuration management, and security event analysis. 
· Strong networking background across Cisco Nexus, Cisco ACI, VLANs, VXLAN, BGP, OSPF, EIGRP, IPv4/IPv6, LAN/WAN troubleshooting, and enterprise routing environments. 
· Experienced supporting application delivery platforms including F5 BIG-IP LTM/GTM and enterprise wireless environments using Cisco Meraki. 
· Skilled in hybrid cloud networking across AWS and Azure, including VPC/VNet connectivity, security groups, routing, VPN connectivity, and cloud-to-on-premises integration. 
· Experienced in automation using Python, Terraform, and Ansible to improve operational efficiency through configuration validation, backups, and repeatable network tasks. 
· Strong background in monitoring, troubleshooting, and security analysis using Splunk, SolarWinds, PRTG, Wireshark, and Infoblox.

Technical Skills:
Network Security: Palo Alto PA-Series, Panorama, FortiGate, FortiManager, FortiAnalyzer, Cisco ASA, Cisco Firepower, Firewall Policies, Security Rules, NAT, ACLs, VPN, Security Profiles, Policy Reviews, Rule Cleanup, Threat Monitoring
Routing & Switching: Cisco Nexus 9000/7000/5000, Cisco Catalyst, Cisco ISR Routers, Cisco ACI, VLANs, VXLAN, EVPN, vPC, STP, EtherChannel, BGP, OSPF, EIGRP, MPLS, IPv4, IPv6, LAN/WAN
Application Delivery: F5 BIG-IP LTM, GTM, Virtual Servers, Pools, Health Monitors, SSL Profiles, Persistence, iRules
Cloud Networking: AWS VPC, Subnets, Security Groups, Transit Gateway, Route Tables, VPN Connectivity, Azure VNet, Network Security Groups, Hybrid Cloud Connectivity
Wireless & Network Access: Cisco Meraki MR36H/MR42, Cisco ISE, 802.1X, NAC, Endpoint Profiling, Active Directory Integration
Automation & Tools: Python, Terraform, Ansible, Netmiko, Splunk, VMware, SolarWinds, PRTG, Wireshark, Infoblox, Visio, Cloudflare

Certifications:
Cisco certified Network Associate (CCNA)
Cisco Certified Network Professional (CCNP)
Fortinet NSE 3
AWS Networking

Professional Experience
Network Security Engineer
BNY Mellon, NY | Nov 2025 – Present
Responsibilities:
· Provided network security engineering support for large-scale enterprise environments, focusing on firewall operations, security policy management, connectivity troubleshooting, and infrastructure stability. 
· Owned day-to-day administration of Palo Alto PA-7080, PA-5280, and PA-3220 firewalls through Panorama, handling policy implementation, security rule modifications, NAT updates, object management, and troubleshooting of application access issues. 
· Performed periodic firewall policy assessments by reviewing rule utilization, identifying stale or excessive permissions, coordinating cleanup activities, and improving overall security posture. 
· Investigated firewall traffic patterns, threat alerts, and denied sessions using Panorama logs to determine root causes and recommend appropriate security policy changes. 
· Managed enterprise FortiGate 1800F and 1000F platforms through FortiManager and FortiAnalyzer, supporting centralized policy deployment, configuration consistency, log analysis, and security event investigation. 
· Worked with application and infrastructure teams to translate connectivity requirements into secure firewall policies while following approval workflows and change management procedures. 
· Supported security audits and compliance activities by maintaining firewall documentation, rule ownership records, access reviews, and configuration reports. 
· Provided operational support for Cisco data center environments, including troubleshooting connectivity issues across Nexus 9000/7000 switching platforms, VLANs, vPC, and Layer 2/Layer 3 infrastructure. 
· Supported Cisco ACI environments by assisting with tenant connectivity, EPG policies, contracts, bridge domains, and segmentation troubleshooting for application workloads. 
· Resolved complex network issues involving BGP, OSPF, and EIGRP, analyzing routing behavior, path selection, and traffic flow across enterprise networks. 
· Supported F5 BIG-IP LTM/GTM services by troubleshooting application delivery issues, validating pool member health, reviewing monitors, and assisting with traffic management changes. 
· Managed secure connectivity between enterprise infrastructure and AWS cloud environments, supporting VPC networking, Transit Gateway connectivity, security groups, routing validation, and hybrid network troubleshooting. 
· Supported Cisco ISE and NAC operations, troubleshooting 802.1X authentication failures, endpoint access issues, and device profiling challenges. 
· Managed Cisco Meraki wireless environments using the Meraki Dashboard, supporting MR36H/MR42 access points, SSID configurations, client connectivity issues, firmware activities, and wireless performance troubleshooting. 
· Supported VIPTELA SD-WAN environments by troubleshooting branch connectivity, validating routing behavior, and assisting with vManage policy updates. 
· Automated operational tasks using Python, Terraform, and Ansible, including configuration validation, device health checks, backup automation, and repeatable infrastructure updates. 
· Used Splunk, SolarWinds, PRTG, and Wireshark for security monitoring, log analysis, performance troubleshooting, and packet-level investigation during production incidents. 
· Maintained enterprise network documentation, including security diagrams, firewall rule matrices, change records, and operational runbooks to support engineering teams and audits.

Network Engineer
Contra Costa Health Services, Sacramento, CA | Feb 2024 – Oct 2025
Responsibilities:
· Managed enterprise data center network infrastructure using Cisco Nexus 7000 and 5000 series switches, supporting VLANs, vPC, port channels, Layer 2/Layer 3 connectivity, and high-availability environments. 
· Performed Cisco Nexus switching activities including VLAN configuration, trunk troubleshooting, STP validation, interface issues, and connectivity troubleshooting between servers and network devices. 
· Supported VXLAN-based data center environments, troubleshooting overlay connectivity, VLAN-to-VXLAN mappings, and segmentation-related issues. 
· Provided LAN and WAN support across enterprise locations, troubleshooting routing issues, network outages, packet loss, latency, and application connectivity problems. 
· Configured and maintained Palo Alto Networks firewalls by managing security policies, NAT rules, security profiles, address objects, and application-based access controls. 
· Managed Palo Alto Panorama for centralized firewall administration, including policy deployment, device management, configuration updates, traffic analysis, and firewall monitoring. 
· Performed Palo Alto firewall policy reviews and cleanup activities by identifying unused, duplicate, and outdated rules while optimizing access permissions. 
· Configured and supported FortiGate firewalls using FortiManager and FortiAnalyzer, managing firewall policies, NAT rules, security profiles, log analysis, reporting, and configuration changes. 
· Performed FortiGate policy audits and cleanup activities by reviewing rule usage, removing unnecessary access, and maintaining standardized security policies. 
· Supported routing protocols including OSPF, BGP, and EIGRP, troubleshooting routing adjacencies, route advertisements, path selection, and connectivity issues. 
· Supported IPv4 and IPv6 environments by performing addressing validation, subnetting, routing checks, and troubleshooting network communication issues. 
· Managed F5 BIG-IP LTM/GTM load balancers by configuring virtual servers, pools, health monitors, SSL profiles, and troubleshooting application availability issues. 
· Supported Cisco Meraki wireless infrastructure through the Meraki Dashboard, troubleshooting access points, SSIDs, client connectivity, and wireless performance issues. 
· Managed DNS, DHCP, and IP address management services, resolving name resolution issues, DHCP failures, and IP conflicts. 
· Supported AWS and Azure networking activities, including VPC/VNet connectivity, security groups, route tables, VPN connections, and hybrid cloud troubleshooting. 
· Automated routine network operations using Python and Ansible, including configuration backups, device health checks, compliance validation, and reporting tasks. 
· Monitored infrastructure using SolarWinds, Splunk, and PRTG, analyzed alerts, performed troubleshooting, and supported incident resolution. 
· Created and maintained Visio network diagrams, firewall flow documentation, and network records to support troubleshooting, audits, and infrastructure changes.

Network Security Engineer
Wipro, India | Apr 2022– Sep 2023
Responsibilities:
· Provided day-to-day support for enterprise network security operations, troubleshooting connectivity issues across routers, switches, firewalls, and VPN environments. 
· Managed firewall policy requests by creating, modifying, and removing security rules based on application requirements and approved change requests. 
· Performed regular firewall policy reviews and cleanup activities by identifying unused, duplicate, or outdated rules to improve security posture and maintain compliance. 
· Supported Cisco ASA and Cisco Firepower firewalls by working on ACLs, NAT rules, object groups, VPN configurations, and security policy updates. 
· Assisted with Palo Alto firewall operations, including security policy changes, rule validation, traffic monitoring, and troubleshooting blocked application flows. 
· Reviewed firewall logs and traffic hits to analyze connectivity issues, validate rule effectiveness, and identify unnecessary access permissions. 
· Performed network troubleshooting on Cisco routers and switches, including VLAN issues, interface connectivity, routing problems, and Layer 2/Layer 3 communication failures. 
· Supported VPN troubleshooting activities for site-to-site and remote access connections by validating tunnel status, authentication, and traffic flow. 
· Monitored network and security events using Splunk and SolarWinds, investigated alerts, and coordinated with application and infrastructure teams for resolution. 
· Used packet capture and troubleshooting tools such as Wireshark, ping, and traceroute to analyze traffic flows and resolve network-related incidents. 
· Assisted with security audits by preparing firewall rule documentation, access reviews, and configuration reports for internal compliance requirements. 
· Participated in change implementation, incident management, and troubleshooting activities while maintaining accurate documentation of security and network changes.

Network Support Engineer
Microscan Communications, India	 | March 2020 – March 2022
Responsibilities:
· Provided daily support for enterprise LAN, WAN, and wireless environments by troubleshooting user connectivity issues, network outages, and basic performance-related problems. 
· Worked on Cisco Catalyst switches and ISR routers, performing VLAN configuration, port changes, interface checks, and basic troubleshooting of network connectivity issues. 
· Assisted senior engineers with routing-related activities, including monitoring OSPF/EIGRP neighbors, validating routing changes, and troubleshooting branch connectivity issues. 
· Supported Cisco ASA firewall operations by assisting with ACL updates, NAT changes, VPN troubleshooting, and verifying firewall rule effectiveness. 
· Monitored network devices using SolarWinds and PRTG, reviewed alerts, checked device health, and escalated issues based on impact and priority. 
· Assisted with AWS network connectivity tasks by validating VPC configurations, Security Groups, route tables, and connectivity between on-premises systems and cloud resources. 
· Used tools such as Wireshark, ping, traceroute, and other troubleshooting utilities to analyze network issues and identify root causes. 
· Performed routine network maintenance activities, including configuration backups, device checks, software upgrades, and hardware replacement support. 
· Maintained network documentation, including device inventory, IP addressing information, network diagrams, and change records. 
· Worked with senior network engineers, vendors, and internal teams to resolve incidents and support network improvements.

Education:
Bachelor's Degree: Bachelor’s in Computer Science Engineering
Master's Degree: Master's in Cybersecurity - Missouri

